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Safety and Alarm System (SAS) : Scope Cta

«  The Safety and Alarm system is envisaged as a high-reliability/low-complexity hardware and
software system for monitoring and_control of the primary safety-relevant aspects of the
Observatory at the two sites. Do not include Health and Occupational Safety.

« It provides an interface to Operators and Day Crew to monitor the basic status (for example
ok, off, fault) of all array elements and associated systems: (possible alarm sources are e.g.
Telescopes and the Arrae/ Infrastructure Elements such as onsite ICT components, cooling and

ower systems), and collects and manages safety-relevant alarms generated by these systems
_gcor example fire alarms, access alarms, telescope alarms) to present operators with the clear
information needed to minimize the time taken to diagnose the root problem and decide on a
response.

« The SAS collects and provides information on the status of interlocks and power at
Telescopes, and control of the power down to sub-system level (Camera, Mount).

« In addition, the Alarm and Safety System contains the system for controlling access to the
array and monitoring which individuals are present within the array at a given time.

« The SAS must be interfaced to the Observation Execution System to allow alarm information
to flow from the Observation Execution System to the SAS and for power/fault/interlock
status to be available to the Observation Execution System to allowing Telescope use
planning / resource management.

«  The SAS must be interfaced to the Operations Support System to provide a long-term record
of the basic status of array elements for use in planning and reporting.

This will translated in product Level B requirememts



Safety and Alarm are related ‘ Cta

« Alarm systems are instrumented systems designed to notify
an operator that a process is moving out of it's normal
operating envelope to allow them to take corrective action.

« Alarm systems that are designed to reduce the risk of
accidents can be considered as a Safety System.
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Some Standards Cta

- Safety of machinery - Functional safety of safety-related electrical,
electronic and programmable electronic control systems IEC 61508

« Safety of machinery. Electrical equipment of machines general requirements
EN 60204-1

« Occupational Health and Safety [OHS] https://osha.europa.eu/en/safety-
and-health-legislation/european-directives

- Safety of machinery - Functional safety of safety-related electrical,
electronic and programmable electronic control systems IEC 61508

« Safety of machinery. Electrical equipment of machines general requirements
EN 60204-1

. Europee)ln directtive 2006/42/EC on machinery (sections 1, 3, 4 and 6 of
Annex |

« Host Countries Standards



Functional Safety (IEC 61508) ‘ Cta

« |EC 61508 must be applied to safety-relevant systems if these
contain one or more of the following devices:

— Electrical equipment (E)
— Electronic equipment (E)

— Programmable electronic equipment (PE)

CTA System Elements have a lot of E/E/PE
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Functional Safety (IEC 61508) ‘ Cta

* Functional safety. The standard requires the provision of so-
called safet]y fu nctlons for the mitigation of risk associated with
functions of the system in the cases in which this risk deemed to
be too high.

A safety function is an action to be implemented, which is
intended to achieve or maintain a safe state for the equipment
under control, in respect of a specific hazardous event.

- Safety Integrity Level (SIL) of a required function. There are four
degrees of SIL, SIL 1 through SIL 4, ranging from moderately
stringent to very stringent mtegrlty

Safety integrity High demand or continuous mode of operation
level (Probability of a dangerous failure per hour)
4 > 10°to < 10*
3 > 10°to < 107
2 > 107to < 10°
1 > 10°to < 10°
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Safety life-cycle IEC 61508
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Analysis Cta

« Scoping
— Determine the physical equipment to be included in hazard/risk analysis
— Determine the subsystems associated with the hazards
— Determine what external events will be included
— Determine types of accident-initiating events

« Hazard & Risk Analysis
— Develop hazards list & events
— Includes fault conditions & misuse
— Abnormal & infrequent operation modes
— Determine event sequences

— Determine the likelihood & consequences for each event
— Evaluate the risk

« Safety Requirements
— Specify necessary safety functions
— Determine necessary risk reduction
— Determine safety integrity requirement for each safety function
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SAS definition (simplified Life Cycle) Cta

Input
.SAS Verification
Requirements <€— Plan
Use Cgse/ (Specifications)
>  Risk Analysis —2| Architecture
srsecses l :
SAS PBS
Fault Tree
SysStateM Analysis/ | v

SAS Elements
Specifications

v

Implementation/
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Risk Assessment ‘ Cta

« Risk assessment and risk analysis of technical systems can
be defined as a set of systematic methods to:

— Identify hazards
— Quantify risks

— Determine components, safety measures and/or human
interventions important for System safety
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SAS - Observatory Protection Scenario ‘ Cta

« SAS must provide all needed hardware and software elements
need to maintain and protect the Observatory in case of risks
’]Ehatl can compromise the operation and the integrity of the

acility.

« Critical events can be different for the two sites and a detailed
Risk analysis at level of Observatory will provide all needed
input to optimally design the SAS.

— Earthquakes

— Weather

— Power outage

— Loss of the telecommunication connection
— Networking Fault

05/06/17



System Operation States
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Some Technical Risks to be assessed ‘ Cta

— Equipment failures leading to electrical shock.

— Control systems failure leading to malfunction of an
equipment/telescope.

— Disturbance / interruption of the power source leading to
malfunction of any System Element.

— Safety related control circuit failure leading to failure of safety
functions.

— EMC problems leading to malfunction of a device/equipment/
telescope.

— Release of stored energy leading to unexpected movements /
electrical shock.

— High surface temperatures leading to burns.
— Critical Control & Monitoring parameters
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Risk Assessement (ISO 13849-1) Cta

S

06/06/17

Severity of injury )
S1 Slight (normally reversible) injury . R:quured
S2 Serious (normally ireversible) injury including death OwW  periormance

risk level PL,

Frequency and/or exposure time to A
the hazard _p b a
F1 Seldom to quite often and/or E ) ! / \

the exposure time is short 1
F2 Frequent to continuous 31_’[ —P, 5 . k b
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Possibility of o L — t ¢
avoiding the F‘—} / \
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under specific _ . F, / \

conditions Starting point P, b e
P2 Scarcely for risk reduction [ !



Safety control Categories (1SO 13849-1)

General Safety

System Requirements

General Safety Safety

System Behavior

Cat.

General Safety
System Requirements

General Safety
System Behavior

Safety system designed to meet operational
requirements and withstand expected external
influences.

(This category is usually satisfied by selecting
components compatible with the application condi-
tions ... e.g. temperature, voltage, load, etc.)

A single fault or failure in
the safety system can lead
to the loss of the safety
function.

Safety system must meet the requirements of
Category B, but must use “well-tried” safety princi-
ples and components.

“Well-tried” principles and components include
those which:

= avoid certain faults ... e.g. short circuits.

» reduce probability of faults ... e.g. over-rating
selected components, over-dimensioning for struc-
tural integrity.

» detect faults early ... e.g. ground fault protec-
tion.

» assure the mode of the fault ... e.g. ensure an

ed should an unsafe condition arise.
« limit the consequences of the fault.

open circuit when it is vital that power be interrupt-

A single fault or failure in
the safety system can lead
to the loss of the safety
function. However, the use
of “well tried” safety princi-
ples and safety compo-
nents results in a higher
level of safety system relia-

bility.

Safety system must meet the requirements of
Category B. In addition the safety control system
must be designed such that a single fault will not
lead to the loss of the safety function. And, where
practical, the single fault will be detected.

(This requires redundancy in the safety circuit
monitoring module and the use of dual-channel
monitoring of the input and output devices such as
machine guard interlock switches, E-stop pushbut-
tons, safety relays, etc.)

Here a single fault or fail-
ure in the safety system will
not lead to the loss of the
safety function and, where
possible, will be detected.

Safety system must meet the requirements of
Category B. In addition the machine shall be pre-
vented from starting if a fault is detected upon
application of machine power, or upon periodic
checking during operation.

(Single-channel operation is permitted provided
that the input devices ... such as machine guard
interlocks, E-stop pushbuttons, et al ... are tested
for proper operation on a regular basis.)

Here, 100, a single fault
or failure in the safety sys-
tem can lead to the loss of
the safety function between
the checking intervals.
However, periodic checking
may detect faults and per-
mit timely maintenance of
the safety system.

4*

Safety system must meet the requirements of
Category B. In addition the safety control system
must be designed such that a single fault will not
lead to the loss of the safety function and will be
detected at or before the next demand on the
safety system. If this is not possible, then the
accumulation of multiple faults must not lead to
the loss of the safety function.

(This also requires redundancy in the safety cir-
cuit and the use of dual-channel monitoring of the
input and output devices such as machine guard
interlock switches, E-stop pushbuttons, safety
relays, etc. Here the number of allowable faults
will be determined by the application, technology
used, and system structure.)

Here a single fault or fail-
ure in the safety system will
not lead to the loss of the
safety function, and it will
be detected in time to pre-
vent the loss of the safety
function.

*Category/Level 4 safety requirements are usually associated with extremely high-risk
applications. Since general machine design practice respects classic safety hierarchy, in
which most machine hazards are either:

 designed out,

» guarded against (if they cannot be designed out), and,

* (as a last resort) warned against,

Level 4 requirements may arise relatively infrequently.
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Preliminary General SAS Specifications Cta
(mainly from Standards and SysReq)

« In general terms SAS enforces the safety of the Observatory by continuously
monitoring the state of connected equipment, systems and sensors and taking
appropriate action as soon as an unsafe condition is detected.

*  SAS Interlock system must use fail-safe devices

«  SAS must use Safety PLC (Functional Safety) to manage Interlocks.

*  SAS Interlocks System must be fault tolerant. ( Dual channel / ring network
topology ?7??)

¢ Access to SAS must be allowed only to Safety Operators/engineers

« The SAS operation does not rely on the availability of any other systems other than
power.

« The SAS must be independent from any safety systems contained in, for example, a
Telescope and its assemblies.

«  SAS provides fault, interlock and emergency stop monitoring and control.

« SAS provides and control independent audible and visual warning devices.

«  SAS detects all hazardous condition (including presence in hazardous areas like around
a telescope (I would suggest to use some presence sensors around the telescope area,
during the day) or the switch of the fence)

» SAS provides an indication to the OES that an interlocks request is requires.
« Any Interlock rised by SAS should be reset manually by the operator (???)

« The SAS shall provide different operational modes that support: Science Operations,
Maintenance Operations; Fault and Interlock Recovery



IEC61508 Implementation Phase

Cld

Technology & Architecture
selections

Determine test philosophy
Perform reliability and safety
evaluation to determine if
you met your target SIL
requirement

Develop conceptual design
Prepare detailed design
document (wiring diagrams;
installation plans, etc.)
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Safety and Alarm System concept design
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Safety and Alarm System concept design Cta

I reported here only Mount Camera and AMC Other systems can be included here
for simplicity | did not included all
sensors that will monitor the mechanical structure
of the telescopes.

These are Hw Device (motors, CCDs, etc)

— I I These Blocks represent the Local Control Systems

Telescope # ) Pointing reported in Appendix A of the first draft of the Software
Drive MoTiter Development Plan
System
System

There could be 1 Safety PLC for telescope or more
(one for the mount one ofr the camera, etc)

This is a very generic concept diagram.
It should be implemented at the two sites and
sent report also to the HQ.

Safety Ethernet fieldbus ( IEC 61508 SIL 3)
(eg. Profisafe/Safety over Ethercat. All are normal Ethernet cables)

CTA Network

Telescope
Power Managment

Local OES HMI Headquarter
(S a Central Safety
| Managment
Service Cabinet (safety master |
L h e Central Operation Manager

or1/0

Time Distribution

CTA N'e(work Central Power E i
Managment

[

1 Power Mar e U Sl
e.g. IEC 61850-based remote 1/0O SAS HMI
Other Devices (e.g Lidar) Fire Detection |
CCTV/Security SAS
Anti-intrusion System 1 _,

Seismic Activity

Array Fence Access

Weather
Collect alarms from all sources

It should be an independent system

Communication that can manage alarms coming from all

lsources (Power production/distribution, Buldings etc),

Computing

i

All these systems publish alarms

and SAS collect them HVCA(Heating, Ventilation,

and Air Conditioning)




Safety and Alarm System concept design Cta

Operator GUI SAS Engineer GUI
= EBR B

| | Alarms and Monitoring points
(only the relevant one)
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SAS High Priority Interfaces Definition ‘ Cta

* Interface to Telescopes

— Telescope - Observatory Interlocks
System Interfaces

 Interface to Infrastructure
— Power System
— Network System
— Time distribution system



SAS/telescope Interface: Cta
UC: Cold Start of the Array

« The OES send a request to SAS to power-on one or more telescopes
« (Assumes that the telescope is off) >

« The Power management system of the telescope will power on
— the internal network switch
— The Local Safety Unit
— the drive system LCU
— the Camera LCU
— All other Local control Units (LCUs)
« The LCUs start monitoring all sensors/switches etc.

« The SAS receive a signal about the completion of power on. (these
means only that from the electrical point of view all systems were ok)

« SAS send an OK to the OES signal
« The Telescope Manager checks the communication with all Local

Control Units and if all ok communicate to OES that the telescope is in
Safe state.



Functional Safety and Interlocks

cta

06/06/17

An example of an appropriate application of safety functions
Is in interlock systems.

Interlocks are protective HW/SW systems devoted to
minimizing risk to people, property, and environment.

Input
Subsystem

3

Limit Switch

Logic
Subsystem

Output
Subsystem

440C-CR30

Interlock switch, safety controller and safety contactor

Safety Contactor




SAS - Telescope Interface Cta

* | assumed the following HW/SW schematic architecture for
interface to telescope and SAS

Sensors Control and monitoring Sensors
with operating functions elements with safety functions

Logic unit Logic unit
with operating functions with safety functions

>
Q
Q
>
1. 1 2
<<block>> <<block>> <<block>> g
o
High-LevelControlSoftware Control Software SafetyLogic

elescope WPs — G5

T

is deployed to | ! Power control elements Power control elements
i . is deployedto |
W 1. v 1.
<<block>> <<block>>
is deployed fo Local Control Unit (e.g PLC, ePC etc) Local Safety Unit

1
Is deployed to \|/ Drive/work elements Drive/work elements

<<Block>> S <<block>> without hazard with possible hazard
Computer Room Area T
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Telescope Interlocks ‘ Cta

* Includes the all interlocks and safety related components
required to guarantee person and equipment safety of the

Telescope.

« Telescope Interlocks system designed by the telescope team
based on the Requirements and Hazard and Risk Assessment

Analysis.
Possible Requirements:

« Safety Interlocks Sensor and Actuators must be used.
« Safety logic controller must be used.

« Safety logic controller must be connected to the SAS.
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Example of Implementation of Safety
related system in Motion Control systems

Cld

PLC controller Tod ay

l Combined Network Drive Profile & Safe Protocol / Safe Motion

Safety |
Controller ‘1

B Industrial Ethernet

o

Operational
control

B PROFIBUS

L0 20 &F 4V 2V 2V 4v & & & & 2 ]

-
_.’ .’ .’ "b
Programming / Configuration Tool

@ With separate encoders the Safety FB runs in the
safety controller.
Safe information on position (and velocity) will run
pLC Safety over the safe network.
SF_FB
controller Controller Close to the market

J Combined Network Drive Profile & Safe Protocol / Safe Motion

SETTIT,

SMS

SMS=Safe Motion Sensor
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SAS/telescope interface: how to proceed ‘ Cta

« Approach simila to tah followed to define the camera and
Telescope Assemblies Common State machine:

— 15t Step: Distribution to the telescope Teams of the SAS concept
with more details than in these slides and eventually some
preliminary scenario to define better the interaction between
SAS and Telescopes in case of System(CTA) hazard conditions.

— 2nd Step:dedicated teleconf with the telescope SE to enter in
the details to define a common and agreed path to define the
full interface.
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